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M2D: Internet Applications (4)

Electronic Mail

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Electronic Mail
1. Electronic mail, abbreviated e-mail or email, is a method of composing, sending and receiving messages over electronic communication system.  Nowadays email over the Internet (or called “Internet mail”) is very common as a communication channel.

Ref: http://en.wikipedia.org/wiki/Email
[image: image1.wmf]
2. An email address has a format of “account@domain.name”.  The emails sending to a domain will be handled by a specific mail server (SMTP server), called the mail exchange server, of the domain.  A DNS MX record is used to determine the mail server of a domain.

3. When we send an email, we need to enter:

a) To:  One or more email addresses of recipients, usually separated by commas.

b) CC (Carbon copy):  One or more email addresses of recipients to receive a copy.

c) BCC (Blind Carbon Copy):  Similar to CC but the email addresses are not shown in the email header.

d) Subject:  The subject of the email.

e) Content:  The content of the email.

f) Signature:  A piece of text appended at the end of the message to show the sender’s identity.   Some mail service providers append advertisement in every mail.

g) File attachment:  Files can be attached to an email.

Question: What is “replying” and “forwarding” an email?
4. When an email is sent, the information of the sender (From), recipients (To and CC), subject, date sent, etc, are recorded in the mail header.  Each mail (SMTP) server that has handled the email will add to the mail header tracking information, such as the server name and the date received.

5. Originally, email was designed for 7-bit ASCII (plaintext), and thus some email server refuse to handle email containing 8-bit characters (such as Big5 coded characters).  For non-English text, the content has to be converted to 7-bit ASCII format.  The MIME (Multipurpose Internet Mail Extensions) standard defines a set of methods of representing binary data in ASCII text format.  This standard not only enables sending email with non-English characters, by also allows attaching binary files such as images and word documents.  The MIME information is also stored in the mail header.

Mail Protocols

6. There are three common mail protocols:

a) SMTP (Simple Mail Transfer Protocol), port 25

i. It is the protocol for transferring emails over the Internet, from a mail client to a mail server or between two mail servers.
ii. SMTP server is also called “outgoing mail server” in some mail programs.
iii. Ordinary SMTP protocol does not provide authentication:
- The identity of sender is usually not checked, as no username or password is needed.
- However, the SMTP server may restrict the use from only some IP addresses.

- Some SMTP servers support authentication by “get mail first” mechanism, since getting emails from server requires username and password (see below), thus a short period after getting mails can somehow prove the identity of the user.

- A new extension SMTP-AUTH is introduced to include an authentication step that a mail client must login the server during the process of sending mail.

Ref: http://en.wikipedia.org/wiki/Smtp
http://en.wikipedia.org/wiki/SMTP-AUTH
b) POP3 (Post Office Protocol version 3), port 110

i. It is the protocol for a mail client to retrieve emails from the mailbox in the mail server.

ii. POP3 server is also called “incoming mail server” in some mail programs.
iii. User must provide valid username and password to login the server.  However, the username and password are sent as plaintext (not encrypted).

iv. Emails are normally not kept in the server after downloaded to the local computer.  Although a user may opt for keeping the mails in the server, it is not recommended as the storage size of the mailbox is limited.

Ref: http://en.wikipedia.org/wiki/POP3
c) IMAP4 (Internet Message Access Protocol), port 143

i. It is the protocol for a mail client to retrieve emails from the mailbox in the mail server.

ii. Similar to POP3 server, IMAP4 server is also called “incoming mail server”.
iii. User must provide valid username and password to login the server.  However, the username and password are sent as plaintext (not encrypted).

iv. It supports partial fetch of email.  A user can download only a file attachment, without download the whole email (with other attachments).  The mail client must first retrieve the mail header before downloading any part.

v. Mails can be kept on the server after reading and organized into directories (folders) for storage and management.

Ref: http://en.wikipedia.org/wiki/IMAP4
7. Normally each ISP will provide SMTP server (outgoing mail server) and POP3 server (incoming mail server) for their customers.  There are also some free email services providing POP3 access.  Note that sometimes a single host may act as SMTP server, POP3 server and IMAP4 server at the same time.

8. There are two main types of email systems: using mail clients or mail programs (e.g. Thunderbird, Outlook Express, etc) or web mail (e.g. Gmail, Yahoo! Mail, Hotmail, our School Intranet).
9. Using Mail client:

a) It requires the configuration of host addresses or domain names of incoming mail server (POP3 or IMAP4) and outgoing mail server (SMTP).

b) Username and password can be stored in the mail client, so that the user need not enter the information every time.

c) Most mail clients provide periodic checking of new mails at the incoming mail server.

d) Mails are downloaded from the mail server for checking.  Downloaded mails can be read offline.  For POP3, the mails are normally not kept on the server.

e) Mail client can provide email privacy and authentication by using PGP (Pretty Good Privacy) or digital certificate (Internet security issues will be discussed later).

f) The storage size is apparently unlimited, as the mails are stored in hard disk.

Ref: http://en.wikipedia.org/wiki/Mail_client
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Ref: http://en.wikipedia.org/wiki/Image:How_e-mail_works.png
10. Using Web Mail
a) A web browser (Firefox, Internet Explorer, etc) is needed.

b) User has to login the web mail server to send and read email.  However, no configuration of addresses of mail servers is needed, and the processes of retrieving and sending emails are handled by the server.
c) Since the mails are stored in the server, users can check emails from any place having an Internet connection.

d) There is greater overhead in data transfer, because extra data, such as HTML codes and advertisements are sent together with the email to the client.

Ref: http://en.wikipedia.org/wiki/Webmail

About Size Limit

11. While files can be attached to email, the size of each email is not unlimited.  The size limit of an email depends on the mail server.  For Gmail and Yahoo mail, the size limit can be as large as 10MB.  However, the mail servers of most ISPs only allow emails of size 1MB to 2MB.

12. While emails can be kept on the server (POP3, IMAP4 or webmail), the size of mailbox is also limited.  When the storage exceeds the size limit (or called “mail quota”), the mail server may stop receiving any new mails.  Nowadays, while the ISPs often offer mail quota of less than 50MB, some free webmail services, e.g. Gmail, provides more than 2.5GB storage.  Please note that, some ISP may set the default action of the mail server to receive new mails, but charge the customer for extra storage.
Extra Features

13. Some email clients and web mail systems provide the function of address book.  The address book stores the name and email addresses of different people, and provides simple search function.

14. Some mail clients or webmail services provide mail filtering, mails are automatically categorized and put into a specific folder, and unwanted mail, such as spam mails, are automatically deleted.

Ref: http://en.wikipedia.org/wiki/Mail_filter
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