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M2D: Internet Applications (7)

Privacy and Internet Security

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Privacy

1. Privacy means the right the keep personal information from being used for purposes it is intended.  There are many different government departments or organizations holding your personal information.
2. To prevent the abuse and misuse of personal information, on 20th December 1996, the Personal Data (Privacy) Ordinance (PDPO) was brought into force.  In general, the Ordinance covers any data relating directly or indirectly to a living individual (data subject), and applies to any person (data user) who controls the collection, holds, processes or uses the data.  Data subjects are given rights to protect themselves while data users are requested to follow the fair information practices stipulated in the Ordinance. 

3. The rights given to data subjects include: 

a) The right to confirm with data users in using personal data;
b) The right to obtain a copy of such data; and
c) The right to correct personal data.

4. Data Protection Principles:
a) Principle 1:  Purpose and manner of collection:  This provides for the lawful and fair collection of personal data and sets out the information a data user must give to a data subject when collecting personal data from the subject.

b) Principle 2:  Accuracy and duration of retention:  This provides that personal data should be accurate, up-to-date and kept no longer than necessary.

c) Principle 3:  Use of personal data:  This provides that unless the data subject gives consent otherwise personal data should be used for the purposes for which they were collected or a directly related purpose.

d) Principle 4:  Security of personal data:  This requires appropriate security measures to be applied to personal data. 

e) Principle 5:  Information to be generally available:  This provides for openness by data users about the kinds of personal data they hold and the main purposes for which personal data are used.
f) Principle 6:  Access to personal data:  This provides for data subjects to have rights of access to and correction of their personal data.
Ref: http://en.wikipedia.org/wiki/Privacy

http://www.pco.org.hk/english/ordinance/ordglance1.html
Internet Security

5. There are different threats to computer system connected to the Internet:

a) Infection of virus or worm
i. Virus is some self-replicating malicious program or code that may cause damage to the computer system or its data.  E.g. deleting some or all files, erasing data in BIOS, etc.
- It is spread by copying itself and attach to other executable programs or documents;
- It can be time-driven (e.g. “Black Friday”) or event driven.

- Some virus may be only annoying, such as prompting messages to the screen, etc.

ii. A computer worm is a self-replicating computer program, similar to a computer virus; however, a worm is self-contained and does not need to be part of another program to propagate itself.

- They are often designed to exploit the file transmission capabilities found on many computers, especially when there is security hole in the network function of OS.
- The main difference between a computer virus and a worm is that a virus cannot propagate by itself whereas worms can.  A worm uses a network to send copies of itself to other systems and it does so without any intervention.

iii. In general, worms harm the network and consume bandwidth, whereas viruses infect or corrupt files on a targeted computer.  Viruses generally do not affect network performance, as their malicious activities are mostly confined within the target computer itself.
Ref: http://en.wikipedia.org/wiki/Computer_virus

http://en.wikipedia.org/wiki/Computer_worm

b) Trojan Horse:
i. It is a malicious program that masquerades as a normal (mostly useful) application.
ii. In general, it does not replicate itself, but may be used to spread virus.
iii. Example: a program that claims to rid your computer of viruses but instead introduces viruses onto your computer.

iv. In practice, Trojan Horses in the wild often contain spying functions (e.g. spy-ware that records key-stroke, or packet sniffer) or backdoor functions that allow a computer, unbeknownst to the owner, to be remotely controlled from the network, creating a “zombie computer”.  Because Trojan horses often have these harmful functions, there often arises the misunderstanding that such functions define a Trojan Horse.
v. The term comes from a story in Homer’s Iliad, in which the Greeks give a giant wooden horse to their foes, the Trojans, ostensibly as a peace offering.  But after the Trojans drag the horse inside their city walls, Greek soldiers sneak out of the horse’s hollow belly and open the city gates, allowing their compatriots to pour in and capture Troy.

Ref: http://webopedia.internet.com/TERM/T/Trojan_horse.html
http://en.wikipedia.org/wiki/Trojan_horse_%28computing%29
c) Spyware and adware
i. Spyware are some malicious software that intercept or take partial control of a computer’s operation without the informed consent of that machine’s owner or legitimate user.

ii. Spyware may also collect user’s personal data or survey on user’s activities (tracking) and send the information back to a certain site for analysis.

iii. Adware are some software automatically download and display advertising materials;

iv. Adware can be embedded to or bundled with some applications.  E.g. it can be added to the web browser and pops up advertisement every time the user visit any web sites.

v. Some “freeware” are actually ads-supported software that contains specific advertisement.  Removing the advertising component will cause the “freeware” stop working.
Ref: http://en.wikipedia.org/wiki/Spyware
http://en.wikipedia.org/wiki/Adware
d) “Hacking” and Unautorhized Access

i. A system may be at risk when:

- Trojan horse or virus opening “backdoor”;

- There exist security holes (vulnerabilities) in software (e.g. the operating system or server programs).
ii. Hackers may perform port-scanning to search for vulnerabilities of a host.

iii. Hackers may try to guess password of any user of a system or network in order to break into the system (brute-force attack or dictionary attack).
iv. Hackers may also ask for password of administrator by phone call or other social engineering methods.

v. If a hacker can physically access a computer, he can use floppy disk to boot up a computer, and thus bypasses the security measures of the operating system and access the file system directly.

Other Threats to Users

6. Leak of personal data.

a) Cookies and other information in web browsers:

i. Cookies are some data stored as files in local computer by a web server.

ii. Some web sites use cookies to track user’s habit of searching or browsing.

iii. Completely disabling cookies may cause some web sites unable to work (such as webmail, discussion forum, etc.), but a user can allow cookies from some web sites only.

iv. Cookies may contain personal data and can be retrieved by others using the same PC.

v. The history and temporary Internet files (or called cached web content) may also reveal the web sites that a user has visited.

vi. User should delete cookies, history and temporary files before leaving a public computer.
b) Eavesdropping 

i. Data sent on Internet may be intercepted, captured or copied by others;

ii. To protect the data from being read by others, the user should encrypt the data or use an encrypted channel to send the data (e.g. HTTPS, VPN).

c) Phishing and fake web sites.

i. Phishing is a form of social engineering, attempting to acquire sensitive information, such as passwords and credit card details, by masquerading as a trustworthy person or business in an apparently official electronic communication, such as an email or an instant message.

ii. There are also fake or fraud web sites that are apparently official web sites of banks or other organization to acquire private information such as username or password.

iii. A user should not open any URLs in suspicious emails.

Ref: http://en.wikipedia.org/wiki/Phishing
7. Spamming and Hoax Mails
a) Spamming is the action of sending identical messages (usually advertisements) to thousands of recipients.  The spammers mostly collect email addresses from public news forum or web pages, or guess email addresses by combining letters, digits and common names.

b) To avoid receiving spam mails, a user should choose a longer username, and avoid publicizing her or his email address in newsgroup or forums.

c) Email filtering program may filter out some spams by matching sender’s address and email content with words that are commonly found in spams.  However, the filtering may not be very effective.

d) Hoax mails are emails with untrue content, mostly false alarms of virus.  Hoax mails always as you to forward the mail to your friends.  The best way to deal with hoax mails is ignore and delete them.
Ref: http://en.wikipedia.org/wiki/E-mail_spam
Protection and Precaution Measures

8. Basic security measures of a computer system or network:

a) Password authentication is the most common way of preventing illegal access to a computer system.  Every user of the system is assigned a user ID and password.  Only the users who can enter a valid (correct) pair of user ID and password can access to the system. 

b) User-rights restriction is to set up rules that limit the actions that each user can perform.  Common actions include running certain programs, and reading, modifying and/or deleting files.  Normally users are divided into groups, and restrictions are applied to a whole group.

c) Access Control List is a list of users or groups that are allowed to access certain resources.  For example in school, some of the files can only be accessed by teachers but not students.

9. To ensure security, users should

a) Update the operating system and application software frequently and apply security patch to fix any security holes (vulnerabilities) found.
b) Install anti-virus software
i. Scan for virus periodically, or use anti-virus software that support real-time scanning;

ii. Update the virus definition file (database) frequently.

iii. An example free anti-virus program is “AVG Anti-Virus Free”.

http://free.grisoft.com/doc/2/lng/us/tpl/v5
c) Install anti-spyware and anti-adware software (some anti-virus software may also have the functionalities to scan for spyware and/or adware) on local computer.

d) Install a firewall to protect a network or computer system against unauthorized access from outside of the network.

i. Firewall can block connections

- based on source and/or destination IP address (or IP range)

- based on source and/or destination port

- if a remote host is suspicious of intrusion (intrusion detection), e.g. port-scanning
ii. A network firewall can be hardware-based (a dedicated network device acting as router to protect a network) or software-based (a software installed in a computer system so that the computer, acting as a router, is able to filter connections);
iii. A personal firewall is usually a software installed in the local computer to protect it against unauthorized connections;
iv. Firewall basically does not scan for virus.

e) Use encrypted channel, if available, for data communication.

i. Some web services allow sending data using SSL, such that data are encrypted in transmission.  They use ports different from those of the normal service.

- HTTP (80) vs. HTTPS (443).

- FTP (21/20) vs. FTPS (990/989)

- NNTP (119) vs. NNTPS (563)

- SMTP (25) vs. SSMTP/SMTPS (465)

- POP3 (110) vs. POP3S (995)

ii. Since encryption and decryption requires heavy computational power, it may cause extra loading to the server and the client, resulting in lower network performance.
f) Do not open file attachment of suspicious email (e.g. strange sender, subject, or filename);

g) Choose a secure password
i. Good password should be long (at least 6 characters) and contain digits, uppercase and lowercase letters.  Note that symbols (such as space) may not be allowed in passwords.

ii. A user should change the password periodically.

iii. A user should not disclose her or his own password to anyone under all circumstances.

h) For physical security:

i. Lock up servers in a secure room so that people other than the network adminstrators cannot access them;

ii. Configure the BIOS such that the computer does not boot from floppy disks or CD-ROM, and setting password to the BIOS.
Backup and Recovery

10. In case of hacker’s attack or virus infection, data or files may be lost.  Therefore, frequently backup is necessary to avoid loss of important data.  A backup is a duplicate copy of files in disk.  If the original file is damaged or lost, the data can still be recovered (or restored) from the backup.
11. Backup can be stored at:

a) Another directory of the local computer;

b) The hard disk of another computer (on the network);

c) External backup media.

i. Common backup media for servers is magnetic tape, which is cheap, with large storage.  However, data access mode is sequential, and thus accessing files on a tape is slow.

ii. Other possible backup media are CD-R/RW, DVD-R/RW, MO, etc.

iii. Special drive (e.g. tape drive for magnetic tape) is needed to access the storage media.

12. There are different backup schemes for backup
a) A full backup is a copy of all files in a hard disk.  This is the safest way because all files are copied and stored.  It is also easy to restore by copy all backup files back to the system.  However an obvious disadvantage of full backup is that a huge amount of storage is needed for every full backup.  It also takes time to backup all files in the system.  Therefore sometimes it is used in combination of other methods.
b) A differential backup is a copy of all files that have changed since the last full backup.  Both the full backup and the latest differential backup are needed to restore files.  Since not all files are stored in the differential backup, it occupies less space.
c) An incremental backup is a copy of all the files that have changed since the last backup (full or incremental).  To restore files, the full backup and all the incremental backups after it are needed.  Incremental backup saves more space for each backup.

Ref: http://en.wikipedia.org/wiki/Backup
Appendix: Useful web sites for IT Security

13. Office of the Privacy Commissioner for Personal Data, Hong Kong

http://www.pco.org.hk/

14. How to select a secure password?

http://www.ust.hk/itsc/account/passwd/#q3
15. Information on protection against computer virus

http://www.infosec.gov.hk/english/general/virus/

http://www.hkcert.org/valert/valert.html























































































































































[07.02.06] CLSMSS/0607/S6CA/M2D(07)

P. 6/6

