08 Computer Applications
M2D: Internet Applications (8)




M2D: Internet Applications (8)

Computer Ethics

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

1. What is ethics?  Ethics is the philosophic or objective study of abstractions called “the good or right conduct”.  Ethical standards are often idealistic principles, because they focus on objective. 

2. The law and ethics are not the same: 

	Law
	Ethics

	described by formal, written laws
	described by unwritten principles

	interpreted by courts
	interpreted by individuals

	established by legislature representing everyone
	presented by philosophers, religions, professional groups

	applicable to everyone
	personal choice

	priority determined by courts if two laws conflict
	priority determined by individual if two principles conflict

	court is the final arbiter of “right”
	no external arbiter

	enforceable by police and courts
	limited enforcement


3. Legal/illegal?  Ethical/unethical?  Acceptable/unacceptable? 
a) A parent offers to copy a computer program for a school that cannot afford to buy the program.
b) An employee maintains a small database on his employer’s computer as part of sideline business.
c) An individual uses someone else’s computer account and password to view the contents of a database.
d) A customer gives his telephone number as part of a sales transaction at a store.  The store enters the number into a computerized database and later sells the database to a telemarketing firm.

e) A school system’s computer programmer develops a program to schedule students and classes.  The programmer accepts a job with another school system and leaves with a copy of the program.

f) An inadvertent error in entering data into a police department’s computer leads to the temporary detainment of an innocent person.
- The first three are obviously illegal actions.  Copying a proprietary program is a software piracy.  Maintaining personal information on a business computer is misuse of a computer.  And viewing files with another person’s account and password is illegal access.
- The last three scenarios do not deal with actions that are illegal, but they raise other questions regarding privacy and the need to deal accurately and responsibly with information affecting another’s welfare.

4. The following are generally described as unethical
a) The actions of hackers – a term used to describe people who break into computer systems without authorization
b) Program piracy – the copying of programs by individuals or organizations rather than paying a fee or a license charge to the supplier of the program

c) Unauthorized use of systems for personal use, or in some cases, for profit

d) Computer bulletin boards that publish information enabling unauthorized users to break into other systems

e) People who deliberately set out to deny system use to other users
5. Donn B Parker, in Ethical Conflict in Computer Science and Technology, suggests that: 
a) Computer system weakness should not be exploited for personal satisfaction or unauthorized gain.  A persona having the power to subvert a computer system or use it for unfair advantage does not have the right to do so.
b) Programs are no different from wallets or any other items of value.  If you get on by mistake, you have a duty to return it to the rightful owner and to pay for its use.

6. More philosophical discussion on computer ethics:

a) Five aspects of “logical security” proposed by Spafford, Heaphy and Ferbrache:

i. Privacy and confidentiality;

ii. Integrity -- assuring that data and programs are not modified without proper authority; 

iii. Unimpaired service; 

iv. Consistency -- ensuring that the data and behavior we see today will be the same tomorrow; 

v. Controlling access to resources
b) Principles of professional responsibilities from the Association for Computing Machinery (ACM) and the Institute of Electrical and Electronic Engineers (IEEE):

i. avoid harm to others;

ii. be honest and trustworthy;

iii. acquire and maintain professional competence;

iv. know and respect existing laws pertaining to professional work;

v. avoid real or perceived conflicts of interest whenever possible;

vi. be honest and realistic in stating claims or estimates based on available data;

c) Four ethical issues of the information age postulated by Richard O. Mason (1986):

i. Privacy.  What information about one’s self or one’s associations must a person reveal to others, under what conditions, and with what sage guards?  What things can people keep to themselves and not to be forced to reveal to others?

ii. Accuracy.  Who is responsible for the authenticity, fidelity, and accuracy of information?  Similarly, who is to be accountable for errors in information, and how is the injured party to be made whole?

iii. Property.  Who owns information?  What are the just and fair prices for its exchange?  Who owns the channels, especially the airways, through which information is transmitted?  How should access to this scarce resource be allocated?

iv. Accessibility.  What information does a person or an organization have a right or a privilege to obtain, under what conditions, and with what safeguards?

Source of information

Computer Ethics Basic Concepts and Historical Overview (Stanford Encyclopedia of Philosophy)

http://plato.stanford.edu/entries/ethics-computer/
Four Ethical Issues of the Information Age (Management Information Systems Quarterly)
http://www.misq.org/archivist/vol/no10/issue1/vol10no1mason.html
7. Society vs. Technology

	Unacceptable Social Behavior
	Unacceptable “Computer” Behavior

	To knowingly infect another person with a communicable disease
	To knowingly infect another person’s computer with a virus or worm

	To enter another person’s home or drive another person’s car without their permission
	To enter another person’s system without permission

	To rummage through another person’s belongings
	To rummage through another person’s database(s)

	To shoplift or steal something that belongs to another
	To make copies of copyrighted software

	To keep the extra money if a store clerk gives us back too much change or to pay a lower price because merchandise is priced wrong
	To access another’s system or data because the system allows us to do so

	To lock another person out of his or her own household or car
	To deny someone the use of his or her computer
























































































































































[07.02.08] CLSMSS/0607/S6CA/M2D(08)

P. 2/2

