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M2D: Internet Applications (9)

Security and Technology

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Cryptography

1. Cryptography is the field concerned with linguistic and mathematical techniques for securing information, particularly in communications.
a) Encryption is the process of converting a message (plaintext or clear text) into meaningless or unreadable encrypted form (cipher text).

b) Decryption is the process of converting a piece of cipher text back to the original message.

Nowadays, cryptography plays an important role in data communication, where some information must be kept confidential when being transmitted through the public media, the Internet.  

Ref: http://en.wikipedia.org/wiki/Cryptography
http://webopedia.internet.com/TERM/c/cryptography.html http://en.wikipedia.org/wiki/Encryption
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Casear’s cipher, named after Julius Caesar, is one of the most basic and classic cipher, in which each letter is shifted by three letters after it.  The decryption process is simple: shifting each letter in the cipher text three letters in backward direction can do.  Thus, this shift ciphers are easy to break.

Ref: http://en.wikipedia.org/wiki/Caesar_cipher
3. Shift ciphers, or substitution ciphers, are easily broken by frequency analysis.  It is because in English, some letters appear more frequently than others.  By analyzing the frequencies of letters in the cipher text, one can guess parts of the original message easily.

4. In modern cryptography, the algorithms are commonly known, but the key used in encryption or decryption must be kept secret.  It is statistically not possible to revert a piece of cipher text to the original message without a known key.
5. The strength of cryptographic algorithms depends on the length of the key.  When the computer become faster and faster, brute force attack is possible to search for a key breaking a piece of cipher text.  For example, the key length can be as long as 256 bits.

6. There are two types of cryptographic algorithms:
a) [image: image3.png]


Symmetric-key algorithm (Private-key cryptography):  A single key is used for both encryption and decryption process.  E.g. 2DES, AES, Blowfish, etc.

b) Asymmetric-key algorithm (Public-key cryptography):  A pair of different keys are used.  When one key is used for encryption, the other one is used for decryption.  The key which is known by others is called the public key while the key which is kept secret is call the private key.

Ref: http://en.wikipedia.org/wiki/Symmetric_key_algorithm
http://en.wikipedia.org/wiki/Asymmetric_key_algorithm
7. Although symmetric-key algorithms are fast in computation, there is shared secret key problem, that the same key for encryption and decryption must be shared by the two parties secretly.  Thus, asymmetric-key algorithms, are developed.  A well-known example is RSA.

Ref: http://en.wikipedia.org/wiki/RSA
Illustrated examples:

Paj's Home: Cryptography: RSA: RSA Algorithm

http://pajhome.org.uk/crypt/rsa/rsa.html

How Public Key Cryptography (PKC) Works

http://www.livinginternet.com/i/is_crypt_pkc_work.htm
8. Pretty Good Privacy (PGP) is an application of public-key cryptography for email privacy.  It is a computer program, which provides cryptographic privacy (confidentiality) and authentication (authenticity) for email communication.
Ref: http://en.wikipedia.org/wiki/Pretty_Good_Privacy
Public Key Infrastructure (PKI)

9. A public key infrastructure (PKI) is a system of assuring user identities and managing public keys, usually in the form of digital certificates.  The Certificate Authority (CA) is a third party to verify and authenticate the digital certificates for trusted communication over the Internet.

Ref: http://en.wikipedia.org/wiki/Pki
http://webopedia.internet.com/TERM/P/PKI.html
10. The PKI can enhance the security of communication in the following aspects: 
a) Confidentiality
The information contained in the message is kept confidential and only the sender and the intended recipient will be able to read and understand it;

b) Authenticity
The persons with whom we are corresponding actually are who they say they are;

c) Integrity
The information contained in the message is not tampered with, accidentally or deliberately, during transmission; and

d) Non-repudiation
There can be no denial on the part of the sender of having sent a message.

11. Application of PKI:

a) Encryption of message:

i. For example, if John would like to send a secret message to Mary, he may encrypt the message using Mary’s public key.

ii. Message encryption can assure.
- Authenticity: Only the recipient can decrypt the message.
- Confidentiality: Not other ones can read the message, as only the recipient has the private key.
iii. However, since public-key algorithms are slow in nature, sometimes it is used for distributing a secret shared key of single-key encryption.  E.g. SSL.
b) Digital Signature:

i. Hash function converts data of any length into a fixed length hash value, producing a fingerprint of an message.

- The hash value is long, e.g. 128 bits, such that there is very difficult to find two messages having the same hash value.
- The calculation is not reversible that it is not possible to get back the original message from the hash value.
Ref: Paj's JavaScript MD5
http://pajhome.org.uk/crypt/md5/
ii. For example, if John is sending a message to Mary, a digital signature is generated and sent together with the message to the recipient, Mary:









12. Digital signature can assure: 

a) Authenticity: It must be sent from the sender, as only he can use the private key to encrypt.
b) Integrity: If the message has been changed, the hash value is different. 
c) Non-repudiation: Only the sender can encrypt the hash value by the private key, so he cannot claim that he has not sent the message.

Other Internet Security Technologies at a Glance

	Security Measure
	What it can do…

	Email Filtering

(at mail server)


	· Blocking email by sender addresses, domains, or keywords in subject.

· Content matching and scoring

· DNS-based Blackhole List
· E.g. Spam Assassin
· http://en.wikipedia.org/wiki/Spam_Assassin

	Firewall

(at gateway)
	· Block incoming or outgoing ports.

· Block hosts (by domain names or IP addresses)

· Detect and block port scanning.

· Support DMZ (Demilitarized zone) for public accessible servers

· http://en.wikipedia.org/wiki/Demilitarized_zone_%28computing%29

	Proxy Server
	· URL-based filtering (e.g. by key words)

· Block hosts (by domain names or IP addresses)

	Anti-Virus
	· At mail server or proxy server, to scan and filter out virus-infected files















































If two hash values match, the digital signature is valid!
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