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M4A: SOHO Networking Basics (1)

Basic Network Components
Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Computer Network

1. When two or more computers are connected together, they form a computer network.

a) PAN (Personal Area Network): a network of devices around a person.

b) LAN (Local Area Network): a computer network covering a local or small area, such as home, a room, or a school.  At least two computers form a LAN.

c) MAN (Metropolitan Area Network): a large computer network spanning a city.

d) WAN (Wide Area Network): a computer network covering a wide geographical area, involving a vast array of computers.  The best example is the Internet.

2. The need for networking

a) Sharing of resources

i. Data or file sharing: File server, centralized database server, etc.

ii. Sharing of hardware: Network printer, scanner, etc.

b) Sharing of Internet connection

c) Communication

d) Others: Smart Home, etc.

3. Basic terminology:
a) Node refers to any device that is connected as a part of a network, such as a computer, a printer, etc.  Normally, each node has a unique network address.
b) Host refers to any computer on a network.  It has a unique network address and may have a hostname.  A host can be a server or workstation.
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There are different types of network topologies (The shape of network, either physical or logical).

a) Mesh: All devices/nodes (e.g. computers, printers, etc) are connected to all the other nodes.

b) Star: All devices are connected to a central node (hub).
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Bus: All devices are connected to a central cable, called bus or backbone.
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Ring: All devices are connected to one another in a shape of a closed loop, so that each device is connected directly to two other devices, one on either side of it.

5. Network Medium refers to the medium where data is transmitted.

a) Metal wire:
i. The most commonly used network medium to build a network.

ii. Data is transmitted by electricity (low voltage).

iii. Low cost.

iv. The bandwidth and distance of data transmission is limited (about 100m).

v. Easily affected by electric and magnetic field.

vi. Example: twisted-pair wire (e.g. CAT5 UTP cable), coaxial cable (e.g. TV Cable), etc.

b) Optical fiber (or fiber optic):

i. Light, carrying data signals, is transmitted by total internal reflection.

ii. High bandwidth, Long transmission distance (up to several kilometers).

iii. Not affected by electric and magnetic field.

iv. Expensive to install.

Ref: http://en.wikipedia.org/wiki/Optical_fiber
c) Radio wave (Wireless network will be discussed later)

i. Example: Wireless LAN (IEEE 802.11a/b/g).

ii. For wireless communication; no need for cabling.

iii. Wireless network adapter is needed.

iv. Access point, usually connected to a wired network, is needed.

v. Bandwidth decreases as transmission increases; thus distance is limited.

vi. Long distance wireless data transmission may be affected by weather.

d) Power line

i. A new technology to transmit data over power line.

ii. No need for cabling.

iii. Special device is needed to filter out the signals from electricity.

6. Bandwidth (data transfer rate) refers to the capacity of a network medium, measured in bit per second (bps).  For example, for Fast Ethernet, the bandwidth is 100 Mbps.  The bandwidth of optical fiber can be higher than 1 Gbps.
Network Components

7. Network Interface Card (NIC) is a device plugged on the motherboard (or PC Card slot for notebook computer), providing an interface for the computer to connect to the network.  Some may connect to the computer via USB.

8. To connect to a wireless LAN, wireless adapter is necessary.  However, there are different standards of wireless LAN, such as 802.11a, 802.11b, 802.1g, using different radio frequencies.

Ref: http://en.wikipedia.org/wiki/802.11
9. A common network medium is Fast Ethernet, and the corresponding network cable is CAT 5 UTP cable.  The RJ-45 jack of the network cable is plugged into the socket on the network card.

Ref: http://en.wikipedia.org/wiki/Unshielded_twisted_pair
10. Network devices for wired network:

a) Repeater:  Since electronic signal deteriorates over a long distance (attenuation), the effective transmission length of network cable is limited.  Repeater receives and retransmits electronic signal and thus can extend the coverage of a network. 

Ref: http://en.wikipedia.org/wiki/Repeater
b) Bridge: A bridge can extend a network by connecting two network segments.

Ref: http://en.wikipedia.org/wiki/Network_bridge
c) Hub:  A hub connects computers or other network devices together to form a network segment.  It repeats the signal coming from one port out to all other ports. (Similar to repeater)

d) Switch:  It forms a physical and logical star network of computers and other devices.  Data packet coming from one port is forwarded to another port based on some hardware address.  A switch is often referred to as intelligent hub.  Several switches may be connected together to form a larger segment.

Ref: http://en.wikipedia.org/wiki/Network_switch
e) Router:  A router connects two or more networks together.  It directs data packets from one network to another based on IP address.  Data packets transmitting from a local computer to a remote computer may pass through several routers.

Ref: http://en.wikipedia.org/wiki/Router
f) Gateway:  A device connecting different types of networks together.   Router is an example of gateway.

Ref: http://en.wikipedia.org/wiki/Gateway_%28telecommunications%29
11. Wireless Access Point (WAP or AP) acts as a hub for wireless connections, forming a wireless network.  It is usually connected to a physical network (wired network), acting as a gateway between the wireless and wired network.  An AP may support one or more wireless LAN standard.  However mixing devices of different standard may affect the performance.

12. Broadband router is network device with multiple functions.  It acts as a router between broadband network and a LAN, a switch that connecting devices in the LAN, and also a broadband dialer that makes connection to the broadband network.  Some broadband router may also possess wireless capability, and can serve as wireless access point.

Connecting to the Internet

13. To access a remote network through telephone line, modem is needed.  The word “modem” is a short name for modulator and demodulator.  Modulation is the process of converting digital (discrete) signal to analog (continuous) signal; demodulation is the reverse process.
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14. To access the Internet, we need ISP (Internet Service Provider).  There are different types of Internet connection:

a) Modem (modulator and demodulator):  Traditional connection over telephone line.  The maximum transfer rate: 56 k bps (kilo bit per second), but the average is about 43k bps.
b) Broadband Connection:  Different speed depending on the technology used: 1.5Mbps, 3Mbps, 6Mbps, 10Mbps.  Common types are ADSL, ATM, etc.  NIC and broadband modem are required.
c) Through wireless LAN:
i. Communication through radio wave, and thus no network cable is required.

ii. Wireless NIC is needed.  A station, called access point, is installed on the LAN for wireless devices to connect to it.

iii. There are some hot spots in shopping centers or some restaurants, providing wireless LAN service for Internet access.

15. A Network Operating System (NOS) is an OS that is built for network environment.  It enables resources sharing over the network, as well as other administrative functions, such as user authentication (identifying a user by username and password), access control (restriction of user right), network resources management, etc.  Common NOS are: UNIX, Linux, Windows NT/2000/XP.

Ref: http://en.wikipedia.org/wiki/Network_Operating_System



























































































































(Image from webopedia.internet.com)
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