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M4A: SOHO Networking Basics (2)

Data Communication and Networking

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

The OSI Model

1. The Open Systems Interconnection Reference Model (OSI Model for short), is a layered, abstract description for communications and computer network protocol design.

	Layer
	Description

	7
	Application
	Services and applications

· Provides network services to internet processes (such as email, FTP)

	6
	Presentation
	Data representation

· Insure readability of data

· Format and structure of data

· Encryption and decryption

	5
	Session
	Inter-host connection

· Establish, manage, terminate sessions between applications

	4
	Transport
	End-to-end connection

· Data transport between host

· Establish, maintain, terminate connection

· Reliability: fault detection and recovery

· Flow control

· Transmission Control Protocol (TCP), User Datagram Protocol (UDP)

	3
	Network
	Address and best path

· Provides connectivity and path selection between two end systems

· Internet Protocol (IP)

	2
	Data Link
	Access to media:

· Provides reliable transfer of data across media

· Physical addressing, network topology, error notification, flow control

	1
	Physical
	Binary Transmission:

· Wire, connectors, voltages, signals, etc.
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Ref: http://www2.rad.com/networks/1994/osi/intro.htm

http://webopedia.internet.com/quick_ref/OSI_Layers.asp

http://en.wikipedia.org/wiki/Osi_model#Layer_1:_Physical_layer
2. Protocol is an agreed format for transmitting data between two nodes.

Ref: http://webopedia.internet.com/TERM/p/protocol.html
3. Physical Layer (Layer 1):

a) Data are transmitted as bit stream (signals) over the network medium.

b) No error control is done on this layer.

4. Data Link Layer (Layer 2)

a) Data are divided and grouped into data frames for transmission.

b) Frame header stores the information about the physical addresses of source and destination.

c) Frame Trailer stores information for error correction (e.g. CRC/Cyclic Redundancy Check), and also data indicating the end of the data frame.

d) The data link layer provides error control between adjacent nodes.  If there is error in data transmission, the source machine has to retransmit the data frame.

e) The physical address is also called hardware address or MAC (Medium Access Control) address.  MAC address is a 48-bit number, representing by six hexadecimal numbers.  It is unique for each NIC, and is set when it is manufactured.

Ref: http://webopedia.internet.com/TERM/M/MAC_address.html
5. Network Layer (Layer 3)

a) Message is divided and grouped into data packet for transmission.

b) Each packet is transmitted individually and may flow in different routes to the destination.

c) Packet header stores the logical addresses (IP addresses) of source and destination.
d) Routing of data packet from source to destination is done when they are in different subnets.  Packets may pass through several routers before reaching the destination.

e) This layer also provides error control.

6. Transport Layer (Layer 4)

a) Transmission can be connection-oriented (TCP) or connectionless (UDP) between nodes.

b) This layer provides flow control and error control, and ensures the reliability of connection.

c) Examples are TCP (Transmission Control Protocol) and UDP (User Datagram Protocol).

7. The network devices are working different in different network layer:

a) Layer 1: Repeater and Hub work on signals or bit streams only.

b) Layer 2: Bridge and Switch forward data frame based on the MAC address.

c) Layer 3: Router delivers data packet based on the IP address.

TCP/IP Reference Model

8. A simplified network mode is the TCP/IP Reference Model.
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Ref: http://en.wikipedia.org/wiki/TCP/IP_model
Protocol

9. Internet Protocol (IP) is the basic protocol for computers on the Internet to communicate.  Each computer must have a unique IP address, which consists of four numbers, ranging from 0 to 255 (i.e. four 8-bit numbers, and 32 bits in total).

10. A subnet is a logical group of hosts/nodes in a network.  We must specify the subnet mask for an IP address, so as to determine the subnet ID and the host ID.  The subnet ID (or network ID) is the bitwise-AND of the IP address and the subnet mask, while host ID is the remaining part.  The following is an example of how host ID and subnet ID are calculated.

Suppose a computer has an IP address 172.89.113.74, and a subnet mask of 255.255.252.0.

It may be written as “172.89.113.74/255.255.252.0” or “172.89.113.74/22”.

	IP Address (decimal)
	172
	89
	113
	74

	Subnet mask (decimal)
	255
	255
	252
	0

	IP Address (binary)
	10101100
	01011001
	01110001
	01001010

	Subnet mask (binary)
	11111111
	11111111
	11111100
	00000000

	Network/Subnet ID (binary)
	10101100
	01011001
	01110000
	00000000

	Host ID (binary)
	00000000
	00000000
	00000001
	01001010


Thus, The network/subnet ID is 172.89.112.0, and the host ID is 0.0.1.74.
More examples below:
	IP Address
	Subnet Mask
	No. of bits
	Network/Subnet ID
	Host ID

	143.89.14.34
	255.255.255.0
	24
	143.89.14.0
	0.0.0.34

	172.63.100.4
	255.255.0.0
	16
	172.63.0.0
	0.0.100.4

	10.0.0.1
	255.0.0.0
	8
	10.0.0.0
	0.0.0.1


11. Computer communicates with other computers in the same subnet only.  Computers configured in different subnets (according to their IP addresses) cannot communicate, even if they are connected to the same physical network.  Data packets being sent to a host not in the same subnet will go to the default gateway, which is a network device (e.g. router) connecting to other networks (e.g. ISP and hence the Internet).

12. Common application protocols for Internet services:

	Protocol
	Full Name
	Description

	HTTP
	HyperText Transfer Protocol
	For World Wide Web service

	FTP
	File Transfer Protocol
	For file transfer

	SMTP
	Simple Mail Transfer Protocol
	To deliver email

	POP
	Post Office Protocol
	To retrieve email from server

	IMAP
	Internet Mail Access Protocol
	To retrieve from and manage email at server

	NNTP
	Network News Transfer Protocol
	To post, distribute and retrieve news

	NTP
	Network Time Protocol
	For time synchronization


Domain Name Service (DNS)

13. Since it is difficult to memorize IP addresses, there is a host name (or domain name) for each host on the Internet.  For example, the IP address 143.89.14.34, is associated / mapped with the host name www.ust.hk.  The DNS (Domain Name System) servers do the translations.  Note that a single host may have more than one IP address, and a single IP address may be mapped with multiple hostnames.
Ref: http://en.wikipedia.org/wiki/Dns
14. To resolve a host name, the computer will send a request (by UDP) to the DNS server.  The DNS server will then reply with the IP address of that remote host.  At last, the computer can use the IP address to contact the remote host.
Network Configuration

15. In order to configure a computer to access a network, the following information are necessary:

a) The IP address a must for the computer itself.

b) Subnet mask is necessary to determine the subnet ID.

c) Default gateway is needed when communication to other subnet (or Internet) is needed.

d) DNS Server(s) is/are needed when the user will contact other hosts by host names.

16. The network configuration can either be set manually, or configured automatically by DHCP (Dynamic Host Configuration Protocol).  A DHCP server assigns IP address and other network information, such as subnet mask, DNS server(s), etc, to a computer joining the network.

Ref: http://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
17. When we make a connection to the ISP (Internet Service Provider) at home, the computer will obtain IP address from the server, either by the dial up program or by DHCP.  The IP address may not be the same each time we make a connection to the ISP, and it is said to be dynamic.
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