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M4A: SOHO Networking Basics (3)

IP Network and Domain

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Illustration of Data Transmission Throught Internet
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IP Network

1. Traditionally, IP networks are divided into different classes, according to the leading bits in the 32-bit IP address.

	Class
	Leading bits
	Start
	End
	CIDR equivalent

	Class A
	0
	0.0.0.0
	127.255.255.255
	/8

	Class B
	10
	128.0.0.0
	191.255.255.255
	/16

	Class C
	110
	192.0.0.0
	223.255.255.255
	/24

	Class D (multicast)
	1110
	224.0.0.0
	239.255.255.255
	NA

	Class E (reserved)
	1111
	240.0.0.0
	255.255.255.255
	NA


For example, the network 192.168.0.0 is class C, as the first octet is 11000000 in binary.

Ref: http://en.wikipedia.org/wiki/Classful_network

http://webopedia.internet.com/TERM/I/IP_address.html

http://en.wikipedia.org/wiki/Subnet_address

Note that: the address 127.0.0.1 is used as a loopback address, representing the host itself.

2. The number of available hosts in a network is determined by the number of bits for the host ID.

a) For example, a class C network uses 24 bits for network/subnet ID, and thus there are 8 bits for host ID.  The number of available hosts is 28 – 2 = 254.

b) The host IDs of all zero’s (network address, representing the network itself, e.g. 192.168.0.0) and all one’s (broadcast address, representing all hosts, e.g. 192.168.0.255) are excluded.

c) A class C network starting with 192.168.0.0 with a subnet mask 255.255.255.0 has a valid IP range of 192.168.0.1 ~ 192.168.0.254.

3. Classless Inter-Domain Routing (CIDR) has been gradually replacing the classful network system since 1993.  This new system allows flexibility when dividing IP addresses into separate network.
Ref: http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
http://en.wikipedia.org/wiki/IPv4_subnetting_reference
4. Private network is a network using private IP addresses.  Private IP addresses are not accessible in the public network, and the same IP address can be used in different private networks.  If a host in private need to access the Internet, NAT should be used (discussed later in this handout).  Private IP addresses are sometimes called virtual IP address.
5. The ranges of private address are listed below.  For example, 192.168.1.0/24 is a valid private network.
	Name
	IP address range
	No. of IPs
	Classful Description
	Largest CIDR Block

	24-bit block
	10.0.0.0 – 10.255.255.255
	16 777 215
	Single class A
	10.0.0.0/8

	20-bit block
	172.16.0.0 – 172.31.255.255
	1 048 576
	16 class Bs
	172.16.0.0/12

	16-bit block
	192.168.0.0 – 192.168.255.255
	65 535
	256 class Cs
	192.168.0.0/16


Ref: http://en.wikipedia.org/wiki/Private_network

6. IP addresses not in the private IP ranges are called public IP addresses or real IP address.  Note that two computers must both have public IP address for direct communication.
Service, Port Number and NAT

7. The header of a IP data packet stores the following information:
a) Source address and port number

b) Destination address and port number

8. Recall the common application protocols for Internet services.  Each service uses a specific port number.  When a host receives a data packet, a certain program listening to the port will handle the data.  If there is no such program, the service is unavailable, and the connection is refused.

	Protocol
	Full Name
	Port Number

	HTTP
	Hypertext Transfer Protocol
	80

	HTTPS
	HTTP with encryption by SSL
	443

	FTP
	File Transfer Protocol
	21, 20 (data)

	SMTP
	Simple Mail Transfer Protocol
	25

	POP
	Post Office Protocol
	110

	IMAP
	Internet Mail Access Protocol
	143

	NNTP
	Network News Transfer Protocol
	119

	NTP
	Network Time Protocol
	123

	DNS
	Domain Name Service
	53


Ref: http://en.wikipedia.org/wiki/Port_number (See “Network Port”)

http://en.wikipedia.org/wiki/List_of_well-known_ports_%28computing%29
9. Network Address Translation (NAT), a.k.a. IP Masquerading, is a process to rewrite the source or destination of data packets.  Hosts in private network can connect to a host on the Internet by source NAT, sharing the same public IP address.
Ref: http://en.wikipedia.org/wiki/NAT
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10. The process of NAT is done at gateway, router, or firewall, and is transparent to the users (and their computers).
11. Destination NAT works in a similar manner, allowing hosts on the Internet to connect to an internal server with private IP address.
12. The external interface of the gateway may be associated with several IP addresses.
a) One address is used for source NAT so that internal PCs can connect to the Internet.
b) The others for source and destination NAT so that computers from the Internet can connect to the internal servers.
13. Port Forwarding allows computers from the Internet to connect to an internal host by one or multiple ports.  It is useful when only one public address is used for the whole network.
Ref: http://en.wikipedia.org/wiki/Port_forwarding
Domain Name

14. Domain is a logical collection of computers.  Domain name may refer to the name of a host or a domain.  There are different top level domains (TLDs) on the Internet, categorized into generic TLDs (com, org, net) and country code TLDs (au, de, hk, tw, jp).

Ref: http://en.wikipedia.org/wiki/Domain_name
15. Example:

	Domain Name of a host
	Domain
	Host Name

	
	Top level
	2nd Level
	3rd Level
	

	www.clsmss.edu.hk
	hk
	edu
	clsmss
	www

	www.ust.hk
	hk
	ust
	---
	www

	www.cs.ust.hk
	hk
	ust
	cs
	www

	www.yahoo.com
	com
	yahoo
	---
	www

	www.yahoo.com.hk
	hk
	com
	yahoo
	www

	hk.yahoo.com
	com
	yahoo
	---
	hk


Internel Protocol version 6 (IPv6)

16. In view of the shortage of IP addresses, IPv6 is developed to provide more IP addresses.  The length of an IPv6 address is 128-bit, giving 2128 different addresses.
Ref: http://en.wikipedia.org/wiki/IPv6
Network Utilities in Windows

17. In Micro$oft Windows, there are various network utilities:
	Utility
	Description

	ipconfig (Win NT, 2000, XP)
winipcfg (Win 9X, Me)
	Showing the IP address, MAC address, and related network information of the PC.

	ping
	Sending special packets to a host and receive replies, for checking the connectivity to a host.

	tracert
	Tracing the route from the PC to a host, the addresses of routers are listed.

	arp
	Displaying or modifying the IP-to-Physical address translation tables used by address resolution protocol (ARP).

	route
	Manipulating the network routing tables.

	netstat
	Displaying protocol statistics and current TCP/IP network connections.


18. If a computer cannot connect to the Internet:
a) Check the physical network connection. (cable, socket, etc)
b) Check whether the driver of the NIC is properly installed.
c) Check if the IP address and related information are set properly. (manually or by DHCP?)
d) Check the connectivity to a host in the internal network. (ping the IP address)
e) Check the connectivity to an Internet host. (ping the IP address)
f) Check if the DNS is working. (ping the domain name of a host)
Some of icons in the drawings are from Cisco’s web site:

http://www.cisco.com/warp/public/503/2.html
Data packets are combined together to form the message.





Data are transmitted through a number of routers before reaching the destination PC. 





The router then


gets the data frames, combined the data to form a data packet


looks at the destination IP address and determines the next node (router)


fetches the MAC address of the next node


divides the packet into data frames again and sends them to the next node





The sender’s PC finds out the MAC address of the router by ARP.





The sender’s PC looks at the destination address and delivers the packets to the default gateway (router).





Data frames are combined together to form data packet.
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Each data frame is transmitted from one node to another





Header stores the MAC addresses of source & the next node (router).





Trailer stores error correction information.





Network Access / Data Link Layer





A message is divided into smaller packets for transmission. (TCP)





Transport Layer





Each packet is divided into some data frames.
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Judy sends a message to Mike.





Header stores the IP addresses of source & destination.
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Router (Ext)


210.0.213.173








Router (Int)
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Packet Header


Src:	192.168.1.17	port 1607


Dest:	202.17.34.25	port 80





Packet Header (Translated)


Src:	210.0.213.173	port 3214


Dest:	202.17.34.25	port 80





Packet Header


Src:	202.17.34.25	port 80


Dest:	210.0.213.173	port 3214





Packet Header (Translated)


Src:	202.17.34.25	port 80


Dest:	192.168.1.17	port 1607





Illustration of Source NAT





Mapping at Router


192.168.1.17,1207 (( 210.0.213.173,3214 [202.17.34.25]
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Illustration of NAT





Internal Web Server


192.168.1.204
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