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M4A: SOHO Networking Basics (4)-Ex1
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Exercise 1

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Multiple Choice Question

1. [image: image3.wmf]Which layer of the OSI model provides connectivity and path selection between two end systems where routing occurs?

a) Physical Layer
b) Data Link Layer
c) Network Layer
d) Transport Layer

2. Which layer of the OSI model is responsible for reliable network communication between end nodes and provides mechanisms for the establishment, maintenance, and termination of virtual circuits, transport fault detection and recovery, and information flow control?

a) Physical Layer
b) Data Link Layer
c) Network Layer
d) Transport Layer


3. An NIC (network interface card) is considered an OSI layer (1 / 2 / 3 / 4) device, and a hub is an OSI layer (1/ 2 / 3 / 4) device.  Bridges and switches operate at OSI layer (2 / 3) and use (IP / MAC) addresses to make forwarding decisions.

4. What do routers connect?

a) Bridges and repeaters

b) Bridges and hubs

c) Two or more networks

d) Hubs and nodes


5. What does a router route? (Layer 1 bits / Layer 2 frames / Layer 3 packets)

6. A gateway connects:

a) two LAN to form one LAN

b) many computers together to form a LAN

c) two networks of different types

d) a computer to a remote network through telephone line

7. Which LAN topology connects all workstations to a central point, usually a hub or a switch?

a) Bus
b) Ring
c) Star
d) Mesh

8. If 4 hosts are connected to a hub and then to the Internet, how many IP addresses are required for these 5 devices? (1 / 2 / 4 / 5)

9. Run the command prompt (“CMD”), and type the command “ipconfig /all”.  Find out the network information of your computer:

a) IP Address:
____________________________________

b) Subnet mask:
____________________________________

c) Default gateway:
____________________________________

d) DNS server(s):
____________________________________

e) MAC Address:
____________________________________

f) Is DHCP enabled?
____________________________________

10. Run the command prompt (“CMD”), and type the command “arp -a”.  This command list the IP address and MAC address of computers recently contacted.

a) Is the IP address “10.104.64.102” in the list? ______________

b) Now, type the command “ping 10.104.64.102” and then check the MAC address again.

i. Is the IP address “10.104.64.102” in the list? ______________

ii. What is the MAC address of the host? ____________________________________


11. A MAC address, represented as ______ hexadecimal numbers, is a (8 / 16 / 32 / 48) bit number.  An IP address, represented as ______ decimal numbers, is a (8 / 16 / 32 / 48) bit number.


12. The loopback IP address of a computer is ____________________________________.


13. If the subnet mask of a computer is 255.255.255.0, there are _____ bits for the network ID and _____ bits for the host ID.

14. If the IP address of a computer is 140.231.11.49 and the subnet mask is 255.255.0.0, the network ID is _______________________ and the host ID is ________________________.


15. Two computers are in the same network if they have the same ___________________.


16. No two computers can have the same ________________________ in a network.

17. A computer in LAN can connect to the Internet only if the address of the _________________________________ is configured.

Long Question

Answer the questions according 
to the network diagram.

1. What network devices can Device A and Device B be?

Device A: _______________________________; Device B can be  ____________________

a) Describe the functions of Device A.

________________________________________________________________________

________________________________________________________________________

b) Describe the functions of Device B.

________________________________________________________________________

________________________________________________________________________

2. It is found that one computer in LAN 1 cannot communicate to other computers on the network.  Identify the computer, and explain briefly the problem.

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

3. It is found that two computers in LAN 2 cannot communicate properly with other computers.  Identify the two computers, and explain briefly the problem.

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

4. Write down the binary equivalent of the IP address of PC-3.

____________________________________________________________________________

5. Write down the network information of the following computers:

	
	PC-4
	PC-7

	IP Address
	192.168.0.17
	192.168.17.9

	Subnet mask
	255.255.255.0
	255.255.255.0

	Default gateway
	192.168.0.1
	192.168.17.254


6. What is a private IP address?

____________________________________________________________________________

____________________________________________________________________________

7. What technology enables the computers with private IP addresses to connect to a host on the Internet?  Which device is responsible for the process?

____________________________________________________________________________

____________________________________________________________________________

8. What is DNS?  What does a DNS server do?

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

9. Describe the data communication between a PC and various servers, when the PC downloads a file from a web server “www.xyz.com”.


1: __________________________________________________________________________

2: __________________________________________________________________________

3: _________________________________________________________________________

4: _________________________________________________________________________

























The PC requests the DNS server to translate “www.xyz.com” into IP address


The DNS server replies the PC the IP address of the domain name.


The PC uses the IP address to request a file from the web server www.xyz.com.


The web server sends the file data to the PC.





DNS is the Domain Name System.  A DNS server stores mapping of domain names and IP addresses, and translates between the two.





Network Address Translation (NAT).  It is done at router/gateway.





Private IP addresses are used in private network.  They are used internally and cannot communicate with the Internet directly.





1100 0000 . 1010 1000 . 0000 0000 . 0001 1100





PC-5 and PC-8, they have the same IP address (192.168.17.4)





PC-2, its network ID (192.168.10.0) is different from that of others (192.168.0.0)





Connect different networks together





Connect computers together to form a network





Router





Hub / Switch





default gateway





IP address





network ID





0.0.11.49





140.231.0.0





8





24





the address to the computer itself





4





6





00-0B-CD-C9-E7-4B





Yes





No





10.104.65.37 (a PC in the ITLC as example)


255.255.252.0


10.104.64.1


10.104.64.1, 10.104.64.101, 10.104.64.35


00-02-A5-82-5D-0F


Yes





Hub and switch do not use any IP address to function.


Only routers require IP address.


Each computer needs an IP address.





Answer





4





3





2





1





www.xyz.com





DNS Server





PC





LAN 2





LAN 1





Internet





PC-6





192.168.17.7/24





PC-7





192.168.17.9/24





PC-8





192.168.17.4/24





PC-5





192.168.17.4/24





Device A





PC-4





192.168.0.17/24





PC-3





192.168.0.28/24





PC-2





192.168.10.9/24





Device A





PC-1





192.168.0.5/24





192.168.17.254/24





192.168.0.1/24





202.84.5.17/24





Device B





Name: __________________


Class: ___________


Class No.: _____
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