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M4B: SOHO Network Design and Implementation (1)

Networking Basics: A Quick Revision

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Computer Network

1. A network is formed by connecting two or more computers together. It allows:

a) Sharing of resources

i. Data, file and storage: File server, centralized database server, etc.

ii. Peripheral devices (hardware): Network printer, scanner (depending on the software), etc.

b) Sharing of Internet connection: Router is needed as the default gateway (see below).
c) Communication: Email, Video-conferencing, Instant Messaging, Newsgroup, etc.
d) Others: Smart Home (control electric appliances at home through the Internet), etc.

WAN (Wide Area Network)

2. WAN is a computer network structure covering a wide geographical area, involving a vast array of computers.  The best example is the Internet.  Data are transmitted over a long distance by copper wire, optical fiber, satellite, etc.

LAN (Local Area Network)

3. LAN is a computer network covering a local or small area, such as home, a room, or a school.

4. Hardware for LAN:

a) Network Interface Card (NIC):

i. NIC works as an interface between the computer and the network, allowing the computer to send and receive data via a certain network medium.

ii. Each NIC has a unique hardware address (MAC address), which is set by the manufacturer.  MAC address is a 48-bit address, used in the communication on Data Link Layer (Layer 2 in OSI Network Model).

iii. NICs are traditionally separate cards that can be plugged onto the motherboard (mostly in PCI slots), but some motherboards may have built-in network functionality, which is provided by on-board chipsets.  E.g. All-in-one motherboards.

iv. Driver program is needed for the operating system (OS) to operate the NIC.

v. Wireless NIC is needed when connecting to a wireless LAN.

b) Hub/Switch:

i. Hub or Switch is a network device for connecting multiple computers to form a LAN.  Hub works at layer 1 (physical layer, repeating signals only) while switch works at layer 2 (data link layer, forwarding data frames based on MAC address).

ii. They may have 5 ports (hub/switch) or up to 20 ports (switch).  Switch may also be stacked with other switches as a group, working as a switch with more ports.

iii. Switches at different locations (e.g. different floors) may communicate through optical fiber, which provides a connection of higher bandwidth to a longer distance.  

Ref: http://en.wikipedia.org/wiki/Network_switch
c) Repeater/Bridge (Optional):

i. Repeater and bridge work similarly as hub and bridge, in the sense that repeater is a layer 1 device, while a bridge works in layer 2.

ii. Repeater is mostly used to extend the connection limit of a cable, while bridge is commonly used to extend the network coverage by connecting two networks together.

d) Router/Gateway:
i. Router connects two or more networks together, allowing communications among the networks.  Router is an essential network device in forming a WAN or the Internet.
ii. It works in Layer 3 (Network Layer), forwarding data packets based on IP address.
iii. There can be multiple routers in a single LAN, connecting to different networks.  Default gateway is the router that a PC uses when communicating to an external host.

iv. Gateway may be capable of translating network protocols: Gateway can connect to different types of networks.  Router is an example of gateway.

Ref: http://en.wikipedia.org/wiki/Router
http://en.wikipedia.org/wiki/Gateway_%28telecommunications%29
e) Wireless Access Point (for Wireless LAN):
i. Access point (AP) is a device connected to a wired network, providing wireless accessibility for other hosts or devices through radio frequency.
ii. Some restaurants and shopping arcades provide access point, called hotspots, for wireless LAN services.
iii. See below for details of wireless LAN.
5. Common network media for LAN:

a) Unshielded Twisted Pair (UTP) cable:

i. There are different categories of cable, supporting different data transfer rate.  For example, CAT5 cable supports 100Mbps (Fast Ethernet), whilst CAT 5e and CAT 6 cable support 1000Mbps (Gigabit Ethernet).  The latest CAT 7 cable supports 10Gbps.
ii. UTP cables support a maximum length of 100M.  For connecting a host farther than the limit, repeater is needed.

iii. To connect two computers together with using a hub or switch, crossover cable is needed.  Normal network cables are straight through cable.

Ref: http://en.wikipedia.org/wiki/Unshielded_twisted_pair
http://en.wikipedia.org/wiki/Crossover_cable
b) Optical Fiber:

i. Optical fiber, when compared to UTP cable, supports a higher bandwidth (e.g. 1000Mbps or above), longer transmission distance (from 500m to several km), and a more stable connection (No attenuation and not affected by magnetic and electric fields).

ii. Optical fiber is mostly used when connecting switches in a LAN at different locations.  An additional optical fiber module is needed in the switches.

Ref: http://en.wikipedia.org/wiki/Optical_fiber
c) Wireless LAN (Wi-Fi):

i. There are different standards of Wireless LAN, such as 802.11a, 802.11b, 802.11g, which use different ranges of radio frequency and provides different bandwidth (from 11Mbps to 54Mbps).  Both the AP and wireless NIC should support the same standard.
ii. Recent technologies provide higher bandwidth by using multiple channels for communications.  However both the access point and the wireless NIC must support the same technology.

iii. Since there are channels of different frequencies, each access point should be configured to use a channel.  Also, SSID (service set identifier) should be set for wireless clients to identify the network.
iv. The maximum transmission distance of a wireless LAN depends on the power of the antenna and whether two devices are blocked by obstacles, e.g. wall.

v. Also radio frequency is subjected to interference by other electric appliance (such as TV), the signal strength, and thus the bandwidth, may also be affected.

vi. Security is a great concern for wireless LAN, as radio wave propagates in all directions.  Encryption is needed to protect the data from being captured by others.  Also, without basic protection, a passer-by may also access a wireless LAN without authorization.

Ref: http://en.wikipedia.org/wiki/Wireless_lan
http://en.wikipedia.org/wiki/Wireless_LAN_Security
6. Peer-to-Peer LAN VS Client-Server LAN:
a) For a small scale network, peer-to-peer LAN is suitable.
i. Any computer can function as either a client or a server, e.g. one computer may share its disk for file storage, while another may shares its printer.
ii. No single computer has any higher priority to access any shared resources on the network.  The user access privilege for each computer resource in a peer-to-peer network is maintained separately.
iii. Setup of a peer-to-peer network is easy and inexpensive.  No dedicated administrator is needed for managing the users and resources in the network.

b) For a medium-to-large scale network, which involves tens or hundreds of computers, client-server LAN is a better choice.
i. There is one or more server computers providing centralized control and management of the network access and resources.

ii. Client computer is a computer used by normal users in the LAN.

iii. Network operating system (NOS) is needed, which can provide:

- User authentication, allowing only authorized users to use the network.

- User right restriction, restricting the user rights such as the 

- Access control, restricting the access to certain resources by some users.

- Print job management, print queue being managed by a server.

- Network management, such as DHCP service for distributing IP address.

iv. The NOS provides better management and higher security, but it is costly.

v. However, for a client-server LAN, server failure will cause network resources inaccessible, and the users may only use the resources of the local computer only.

7. Common servers in LAN:
a) Authentication server:  It authenticates a user by checking the password against a user database.  Unauthorized users are rejected to use any network resources.
b) File server:  It shares files (may be read-only) and provides file storage for the users in the network.  Centralized backup of files is possible.
c) Print Server:  It connects to one or more printers on the network and manage the print queues for the printers.

d) Mail Server:  It provides email services (internal or Internet mails) to the user.

e) WWW Server:  It may store the web site of the company or organization.  It may also provide web hosting services for some of the users. 

f) Proxy Server:  It improves the efficiency of visiting distant web sites by storing temporary copies (cache) of frequently visited web pages.  It may filter web pages to prevent users from visiting forbidden web sites, or scan web pages for virus and disallow access to the web pages.

g) Application Server:  It provides remote computing for client computers.  E.g. a database server stores and manages multiple databases and handles requests (queries) from users.

h) DHCP Server:  It distributes IP address and other network information to client computers.

i) DNS Server:  It translates domain names to corresponding IP addresses.

Other References

· A Flash animation about surfing the Internet.
http://www2.rad.com/networks/2005/internet/main.htm
· Networking Basics (Chinese)
http://www.study-area.org/network/networkfr1.htm
· Network Calculators
http://www.subnetmask.info/
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