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M4B: SOHO Network Design and Implementation (2)

Need Analysis and Design
Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Need Analysis

1. Before building up a network, a need analysis should be conducted in order to collect enough information for designing the network.  The needs should then be translated to a set of requirements and specifications.

2. A simple need analysis may involve the following questions:

a) How many users are there on the network?  (How many computers will be in the network?)

b) What kind of services and applications (e.g. network printing, etc.) will run on the network?

c) What kind of files will be stored in the server?  How much storage space is required?

d) How much bandwidth is required? (e.g. video streaming requires higher bandwidth)

e) What is the budget?

f) Will the plan cater for future expansion?

g) What is the coverage of the network? (a room, a floor, or multiple floors)

Design

3. Design of the network include:

a) The choice of network media (e.g. CAT5 UTP cable, optical fiber);

b) The choice of network devices (e.g. hub, switch, wireless access point, router);

c) Location of the backbone (the main switch or the main stack of switches);

d) Number of nodes (and their locations);

e) Number of workstations and servers (and types of server);

f) The need of Internet access and firewall;

g) The choice of network operating system (NOS). (Functionality, accessibility, cost)

4. To illustrate the layout of a network, network diagram is used.

a) There is a freeware, Network Notepad, for drawing (logical) network diagram:
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Also download the object libraries 
to install more icons for the software.

c) Here is a simple network diagram
created by the software.

Justification of the Design

5. Technical considerations:

a) The location of the backbone switches and the coverage of the network.

b) Whether cabling is possible for one or more of the nodes. (Is wireless LAN needed?)

6. Performance considerations:

a) Whether the maximum bandwidth of the chosen network media meets the bandwidth requirements of the network services.

b) Whether the performance of the server hardware supports the requirements of the services.

7. Reliability and availability:

a) The downtime of the system should be kept minimum.

b) There should be suitable backup planning.

c) Contingency planning and disaster recovery.

8. Cost-effectiveness. Building the network with the minimum cost to meet the requirements.

9. Other considerations:

a) Scalability (or expandability) of the network: Whether the network can be easily expanded without re-designing the network structure.

b) Security:

i. Data encryption and the resulting overhead on the loading of the system.

ii. The need of firewall to protect the network against attack from the Internet.

iii. Virtual Private Network (VPN) for connection to external servers and networks.

Reference

· Network Notepad homepage

http://www.networknotepad.com/
· Text Book, Ch. 9.3, Network Plan, (pp.182-185)
· Network Planning and Design, Wikipedia.

http://en.wikipedia.org/wiki/Network_planning_and_design
· Network Design and Planning
http://www.more.net/technical/netserv/netdesign.html
· The 5-4-3-2-1 Rule - Computer Networking FAQ #18
http://compnetworking.about.com/od/networkdesign/l/blfaq018.htm
· Virtual Private Networks (VPN)
http://www.more.net/technical/netserv/tcpip/vpn.html
· Network Disaster Recovery
http://compnetworking.about.com/od/itinformationtechnology/l/aa083102a.htm
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