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M4B: SOHO Network Design and Implementation (3)




M4B: SOHO Network Design and Implementation (3)

Building a LAN

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Ethernet Cable

1. RJ45 Wiring standards:

	RJ45 Wiring (EIA/TIA-568B T568A/T568B)

	Pin
	T568A Pair
	T568B Pair
	Wire
	T568A Color
	T568B Color
	Pins on plug (jack is reversed)

	1
	3
	2
	tip
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white/green stripe
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white/orange stripe
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	2
	3
	2
	ring
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green solid
	[image: image5.png]



orange solid
	

	3
	2
	3
	tip
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white/orange stripe
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white/green stripe
	

	4
	1
	1
	ring
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blue solid
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blue solid
	

	5
	1
	1
	tip
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white/blue stripe
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white/blue stripe
	

	6
	2
	3
	ring
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orange solid
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green solid
	

	7
	4
	4
	Tip
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white/brown stripe
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white/brown stripe
	

	8
	4
	4
	ring
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brown solid
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brown solid
	


Source: http://en.wikipedia.org/wiki/RJ-45
2. Two types of Ethernet cable:

a) Straight through cable:

i. The pin assignments in both ends are of the same standard, i.e. both T568A (or T568B).

ii. It is used for normal connection: from PC to a switch or hub (or other network devices).

b) Crossover cable:

i. The pin assignments in two ends are of the different standards, i.e. T568A and T568B.

ii. It is used for connecting two PCs (or two switches) together 

c) Note:

i. A switch or hub may provide an “uplink” port, which allows connecting to another switch or hub by straight through cable.

ii. Newer NICs, switches and hubs automatically apply crossover when necessary.

Reference: http://en.wikipedia.org/wiki/Ethernet_crossover_cable
3. How to wire Ethernet Cables:

http://www.ertyu.org/steven_nikkel/ethernetcables.html
Network Configuration

4. IP address:

a) For an internal network, it is better to use private IP address.

	Name
	IP address range
	No. of IPs
	Classful Description
	Largest CIDR Block

	24-bit block
	10.0.0.0 – 10.255.255.255
	16 777 215
	Single class A
	10.0.0.0/8

	20-bit block
	172.16.0.0 – 172.31.255.255
	1 048 576
	16 class Bs
	172.16.0.0/12

	16-bit block
	192.168.0.0 – 192.168.255.255
	65 535
	256 class Cs
	192.168.0.0/16


Ref: http://en.wikipedia.org/wiki/Private_network
b) In a network, no two computers should have the same IP address.

5. Subnet mask:

a) Dividing an IP address into network (subnet) ID and host ID.

b) Every computer in a network should have the same network ID, but a different host ID.

6. Default gateway:

a) If the LAN will be connected to another network (e.g. the Internet), a router should be used.

b) The IP address of the router should be set as the default gateway in the computers.

c) If default gateway is not set, the computer will not be able to connect to any host with a different network ID (“network unreachable” error).

7. DNS server:  In order to connect to a host by its domain name, DNS server is needed.

8. DHCP (Dynamic Host Configuration Protocol):  When a computer is configured to fetch IP address automatically, it submits DHCP request to a DHCP server, and the server will send the network configuration data to the computer.  In Windows, the options in TCP/IP for DHCP are: “Obtain an IP address automatically” and “Obtain DNS server address automatically”.
Testing

9. Use “ipconfig” to show the network configuration, and “ipconfig /all” for full details.

10. Use “ping” to test network connectivity:

a) Network card functionality: “localhost” or “127.0.0.1”.

b) Connection to the switch: The IP address of another host in the network.

c) Connection to the router: The IP address of router.

d) Connection to Internet: The IP address of a public host, e.g. “143.89.14.34”.

e) DNS functionality: The domain name of a public host, e.g. “www.ust.hk”.

Sharing

11. Change the properties for file sharing.  Access control list (a list of authorized user to access the share, when the computer has joint a Windows domain), permission (read only or read/write) and password can be set.
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