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M4B: SOHO Network Design and Implementation (4)

Documentation and End-user Support

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Documentation

1. After a network is set up, it is necessary to record the network information for future maintenance or upgrade.

2. Benefits of network documentation:
a) Faster troubleshooting:  Good documentation reduces the need to research solutions to the same problem each time the problem arises.  A visual diagram can help identify potential problem areas in a timelier manner.

b) Reduced information loss:  Prevents loss of important network information when employees leave the organization, making the transition period less painful.

c) Easier task sharing:  Network administrators can successfully delegate network responsibilities because important information is available in written form.

d) Improved network design: A current network diagram is a key element in any design process.
3. Information in the documentation should be enough to rebuild the entire network from scratch!  Typically the information are needed:

a) Diagrams:

i. Network layout diagram/Cabling diagram:  It shows the physical layout and connectivity of the network on building diagram/floor plan, for quick and effective troubleshooting.

ii. Physical network diagram:  It shows the network devices (e.g. router, switch, hub) and end points (e.g. server, workstation, printer) and the physical connections among them. 

iii. Logical network diagram:  It provides detailed information on how traffic gets from one device to another logically.
b) Network infrastructure:  The hardware that form the network, e.g. router, switch, wireless access point, firewall, data cabling, etc.

c) Devices on the network:  The hardware that connects to the network:

i. Server configuration: Server name, hardware (Model number, serial number, CPU, RAM, hard disk, etc), software (Operating System), and services running on the server.

ii. Workstation configuration: Hardware, software (OS, application software), and peripheral devices.

iii. Other network devices, e.g. printers, and relevant information (hardware, model number, etc).

d) Network configuration:

i. Basic information (IP address, subnet mask, default gateway, DNS servers, etc.) of each of the workstations having static IP address;

ii. DHCP server settings (Range of IP address assigned by the DHCP server, lease period, and other information such subnet mask, default gateway, DNS servers, etc.);

iii. Other servers: Web server, mail server, print server, etc.

e) Network administration information:
i. User management:  Users or groups and their access rights.

ii. Password list:  Passwords for accessing the server and workstations as administrator.

iii. Vendor information:  Lists of contractors, vendors, and service contracts;
iv. License information for software.

v. Maintenance contacts (hardware, software, Internet access)
f) Others:
i. Acceptable use policy (AUP) is the written policy that outlines the terms and conditions for network use;

ii. Security information: security policy, persons having access to passwords, procedures for reporting a security incident;
iii. Disaster recovery plan.

End-user Support

4. Training for end-users includes basic concept about the network, importance of security, and procedures of simple troubleshooting, accessing network resources, performing periodic backup,  etc.

5. Technical Support:

a) Documentation (user manuals, procedure guidelines, etc.);

b) A list of web pages for simple troubleshooting;

c) Online document about the network;

d) Contacts for technical support.

References

· Documenting Your Network (Network Services, MOREnet)
http://www.more.net/technical/netserv/diagrams/documenting/index.html

· How To Document Your Network (ITtoolbox Wiki) 

http://wiki.ittoolbox.com/index.php/HOWTO:Network_Documentation_Checklist

· Network Documentation Policy
http://www.comptechdoc.org/independent/security/policies/network-documentation-policy.html
· Textbook: Data Communications & Networking, Radian. (pp. 186, 217-218).
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