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M4C: SOHO Network Management and Security (2)

Troubleshooting Network Problems

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Troubleshooting

1. Troubleshooting is a form of problem solving.  It is the systematic search for the source of a problem so that it can be solved.  Normally a process of elimination is used to isolate possible causes of the problem.
2. Common network problems include:

a) Unable to login

b) Unable to use network resources (file storage, printer, etc.)

c) Unable to connect to a remote host (on the Internet)

d) Slow network connection

e) Unable to execute certain programs

3. Process of troubleshooting:

a) Collecting information about the symptoms from the user:

i. The time and frequency of occurrence of the problem.

ii. The actions that are possibly triggering the problem.

iii. The number of computers suffering from the problem.

b) Identifying the problem:

i. Is the affected area a single workstation, a network segment or the entire network?

ii. The recent changes of the system.

iii. The actions that the user has taken after the problem.

c) Listing possible causes.

i. System or human? (e.g. wrong procedure in carrying out certain tasks)

ii. Hardware or software?

d) Fixing the problem by trial and error (from the most possible to the least one).

4. Common causes of network problems:

a) Connection problem:

i. Faulty cable

ii. Improper cable connection

iii. Network card driver installation problem

iv. Incorrect configuration of IP address, subnet mask, DNS, default gateway, etc.

b) Server problem:

i. Whether a server program is running normally.

ii. The CPU and memory loading of the server.

iii. The available disk space on the server.

c) Slow connection

i. Packet collisions upon busy traffic (caused by the use of hub)

ii. Computers broadcasting data when being infected by virus

d) Internet access problem

i. Failure of router/firewall

ii. Failure of proxy server

5. Common tools for problem analysis

a) Cable tester (hardware) – to test whether a cable is functioning properly.

b) Command line tools – e.g. ipconfig, ping, tracert (trace route), etc.

c) Event viewer – to check the event logs of the system, security, etc.

d) Packet sniffer – to check the network traffic by capturing data packets in the network.

6. Common solutions:

a) Replacing faulty hardware

b) Reconfiguration of system settings

c) Updating the system or application software

7. Documentation is necessary for provide a quick reference when the problem occurs again.

a) The problem

b) Successful solution

c) Unsuccessful trials

Case Study

Symptoms: Some computers cannot access network resources and Internet

Problem:
Computers getting wrong IP address (of different range) from DHCP server

Diagnosis: DHCP service on the server is normal

Suspected cause: There is another DHCP server competing to the “real” one

Cause: Someone has installed wireless access point or broadband router
Solution: Turn off the DHCP service of the new device
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