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Backup and Storage Technology

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Backup – Protection from Data Loss

1. Some data are very important and should not be lost in any way.  For example for bank, losing clients’ data may ruin its reputation and also result in financial loss.  To protect ourselves from losing valuable data, we have to make backup. 

2. A backup is a duplicate copy of the files in disk.  If the original file is damaged or lost, the data can still be recovered from the backup.  Common backup medium is magnetic tape for its low cost and large volume (20GB or more).  Other media for backup can be optical disks, such as CD-R/RW, DVD-R/RW, MO (Magneto-Optical Disk) and etc.
3. Backup and recovery software is needed for backup and recovery purpose.  The software may support different backup schemes and media, and can perform backup at scheduled time.  The backup software may also support compression of data and files.  Compressed data require less storage, but the backup and the recovery process may be slower, since the compression and decompression of data may involves complex computation.
4. There are three primary types of backup:

a) A full backup copies all directories and files from a hard disk to the backup medium.  This is the safest way because all files are copied and stored.  It is also easy to restore by copy all backup files back to the system.  However an obvious disadvantage of full backup is that a huge amount of storage is needed for every full backup.  It also takes extremely long time and uses extensive system resources to backup all files in a large system.  Therefore sometimes it is used in combination of other methods.
b) A differential backup is a copy of all files that have changed since the last full backup.  Both the full backup and differential backup are needed to restore files.  Since not all files are stored in the differential backup, it uses less time and occupies less space.
c) An incremental backup is a copy of all the files that have changed since the most recent backup (full or incremental).  Each incremental backup uses less space but it takes longer time to restore the files, since the last full backup all the subsequent incremental backups are needed.

Ref: http://en.wikipedia.org/wiki/Backup
5. Grandfather-Father-Son (GFS) Backup refers to the most common backup rotation scheme.  There are different implementations of the scheme but the basic principle is to make three sets of backup at different time.

a) In its most basic form it involves making a complete copy of the data to be backed up on removable media such as tape or CD.  This is the grandfather.
i. At the next scheduled backup period, say the next day, another complete copy of the data is made, which of course includes the changes in the data during that period.  This is the father.
ii. At the next scheduled backup, the third copy, or son is produced.

iii. The fourth backup is made by recording over (or replacing, depending on the media) the grandfather copy.
iv. The new copy becomes the son, the previous son becomes the new father and the father is promoted to grandfather.  This continues in rotation so there are always three backups, each of a different point in time.

b) Another basic method is to define three sets of backups, such as daily, weekly and monthly.
i. The daily or Son backups are rotated on a daily basis with one graduating to Father status each week.
ii. The weekly or Father backups are rotated on a weekly basis with one graduating to Grandfather status each month.
iii. Often one or more of the graduated backups is removed from the site for safekeeping and disaster recovery purposes.
Ref: http://en.wikipedia.org/wiki/Grandfather-Father-Son_Backup
http://www.acronis.com/enterprise/resource/tips-tricks/2004/generational-backup.html

6. Since backing up of files involves a lot of Disk I/O in a system.  Automatic backup should be scheduled after the work hours, such as midnight, in order to avoid overloading the system.

7. Important!  To protect data from illegal access or accidental damages, the backup media (e.g. magnetic tape) must be kept in a secure and fire-resistant place, for example a locked room where only system administrators can access.
Remote Backup

8. Sometimes it is not feasible to install backup devices on all computers, network backup is a possible solution, which involves copying files from the target computers to network storage. Centralized backup storage allows better management and security of the files and data.  Network backup and recovery software (client/server programs) are needed for the purpose.
9. A network backup server may consist of backup device (e.g. magnetic drive) or a large and secure storage capacity (e.g. RAID) and stable electricity supply (e.g. UPS).
10. Internet backup (online offsite backup) is a new service that provides users with an online system for backing up and storing computer files.  Online backup systems were built around client programs that would run a scheduled software program (typically once a day).  This program compresses, encrypts, and transfers to the remote backup service provider’s servers.
a) Advantages:

i. User intervention is not required (e.g. changing tapes).

ii. Backup data are stored offsite (a different location from the original data).

iii. The remote backup service may maintain a list of versions of the files.

b) Disadvantages:

i. The recovery of data can be slow.

ii. Data may be lost if the remote server is down or the service is terminated.

iii. Security is a great concern for sensitive data.

Ref: http://en.wikipedia.org/wiki/Remote_backup
Storage Technology

11. RAID (a redundant array of inexpensive/independent disks) is a system which uses multiple hard drives to share or replicate data among the drives.
12. Depending on the version chosen, the benefit of RAID is one or more of increased data integrity, fault-tolerance, throughput or capacity compared to single drives.  In its original implementations (in which it was an abbreviation for “redundant array of inexpensive disks”), its key advantage was the ability to combine multiple low-cost devices using older technology into an array that offered greater capacity, reliability, speed, or a combination of these things, than was affordably available in a single device using the newest technology.
13. RAID can be implemented either in dedicated hardware (e.g. RAID controller card) or custom software running on standard hardware.

a) Hardware RAID implementation

i. It involves a RAID controller, which has built-in system programs in ROM, handling the management of the disks and performing parity calculations.  The RAID controller may be an expansion card or a built-in chipset on the motherboard.

ii. Hardware RAID system may support hot swapping of hard disk, so that a hard disk can be replaced even if the system is still running.

iii. The operating system perceives the RAID system as a single storage device instead of a bundle of disks.

b) Software RAID implementation

i. The operating system manages the disks of the array through normal hard disk controller.

ii. Since the parity calculations are done by the CPU, the system loading is heavier and the performance of the RAID system is lower when comparing to hardware RAID solution.

14. Standard RAID levels:

a) RAID 0 (strip set): distributing data to disks with no parity information for redundancy.

b) JBOD (just a bunch of disks): concatenating disks to form a larger volume.  No redundancy.

c) RAID 1 (mirror): storing same data into two identical disks.

d) RAID 2: bit-level striping.  Not currently used.

e) RAID 3: byte-level striping with a dedicated parity disk.

f) RAID 4: block-level striping with a dedicated parity disk.

g) RAID 5: block-level striping with parity data distributed across all member disks.

h) RAID 6: extending RAID 5 by adding extra parity block.

i) Nested RAID levels such RAID 0+1, 5+0, etc.

15. Parity information is used for fault tolerance (error correction).  With redundant data, if one of the disks fails, data can be re-generated from the data in other disks.  However, while parity information enhances data integrity, storing redundant data will reduce the total storage space.

16. Since the calculation of parity information, it may causes performance penalty for reading and/or writing operations.

Ref: http://en.wikipedia.org/wiki/RAID
Uninterruptible Power Supply (UPS)

17. An uninterruptible power supply, or UPS, is a device or system that maintains a continuous supply of electric power to certain essential equipment that must not be shut down unexpectedly.  Also it can assure a steady voltage, avoiding power surge caused by thunder.

18. When the UPS device detects a power failure, it will continue to supply electricity to the supported system, and may send a signal to the system for safe shutdown.  It helps preventing data loss due to power failure.

Ref: http://en.wikipedia.org/wiki/Uninterruptible_power_supply
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