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M4C: SOHO Network Management and Security (4)

Security Threats and Protection Measures

Softcopy of handouts can be found at http://www.clsmss.edu.hk/~whlau/08CA/

Malicious Software (Malware)

1. Some common network security threats include: virus, worm, Trojan horse, spyware, unauthorized access, interception of data packets (i.e. eavesdropping), etc.
Ref: http://en.wikipedia.org/wiki/Malware
2. A computer virus is a self-replicating computer program that spreads by inserting copies of itself into other executable code or documents (such as macro virus).  Virus is often extended to refer to worms, Trojan horses, etc.  While some viruses are intentionally destructive (e.g. destroying data), some other viruses are fairly benign or merely annoying.
Ref: http://en.wikipedia.org/wiki/Virus_%28computing%29
3. Computer worms are some self-replicating computer programs, similar to a computer virus.  However, worm is self-contained and does not need to be part of another program to propagate itself.  They are often designed to exploit the file transmission capabilities (e.g. vulnerabilities of the OS) and thus they can propagate by themselves through the network without any intervention.
Ref: http://en.wikipedia.org/wiki/Computer_worm
4. Trojan horse is a malicious program that is disguised as or embedded within legitimate software.  It may look useful or interesting (or at the very least harmless) to an unsuspecting user, but are actually harmful when executed.  Trojan horse may also contain backdoor (for attackers to gain control), spyware (to collect user’s data), key-loggers (to capture keystrokes), dialers (making long distance phone call), etc.
Ref: http://en.wikipedia.org/wiki/Trojan_horse_%28computing%29
5. Spyware programs are commercially produced for the purpose of gathering information about computer users.  It may also intercept or take partial control of a computer’s operation without the informed consent of that machine’s owner or legitimate user.
a) One of the most common ways that spyware is distributed is as a Trojan horse, bundled with a piece of desirable software that the user downloads off the Web or a peer-to-peer network. When the user installs the software, the spyware is installed alongside.
b) Spyware may deliver unsolicited pop-up advertisements, stealing personal information (including financial information such as credit card numbers), monitor web-browsing activities for marketing purposes, or routing of HTTP requests to advertising sites.
Ref: http://en.wikipedia.org/wiki/Spyware
6. Similarities and differences among viruses, worms, and Trojan horses:

a) Worms harm the network and consume bandwidth, whereas viruses infect or corrupt files on a targeted computer.
b) Viruses generally do not affect network performance, as their malicious activities are mostly confined within the target computer itself.
c) Trojan horse programs cannot operate autonomously, in contrast to some other types of malware, like viruses or worms.
d) While viruses and worms can replicate themselves, Trojan horses and spyware generally cannot do so.

Vulnerability to Malware

7. Various factors make a system more vulnerable to malware:

a) Homogeneity – e.g. when all computers in a network run the same OS, if you can break that OS, you can break into any computer running it.

b) Defects – most systems containing errors (bugs), which may be exploited by malware.

c) Unconfirmed code – code from a floppy disk, CD or USB device may be executed without the user’s agreement. (e.g. Auto-play function of CD-ROM drive or USB drive)
d) Over-privileged users – some systems allow all users to modify their internal structures. (e.g. users may be allowed to install software into the system)
e) Over-privileged code – some systems allow code executed by a user all rights of that user. (e.g. web browsers may allow scripts on web page or in email to edit or delete local files)

Ref: http://en.wikipedia.org/wiki/Malware
Protection against Malware

8. Anti-virus (and anti-spyware) programs should be installed on each of the computers in a network.  One single computer being infected may spread virus or worm throughout the whole network.

9. The virus database (or virus definition file) must be updated frequently as there are many new viruses or variants emerge everyday.  Network version of anti-virus programs may centralize virus database, so that administrators can update a single database for easier management.

10. The Operating System (or any server programs) should also be frequently updated to patch any newly found vulnerabilities (security holes).

Unauthorized Access

11. Another threat to a networked environment is unauthorized access.  Crackers (or hackers) may break into a system without authorization and get access to the data in the system.

12. To protect a system or network from unauthorized access, authentication, as well as access and user right control are needed.

a) There are various method of authentications, such as:

i. Challenge-response: A user is prompted for identity information, and she/he must provide valid user name and password in order to access the network.

ii. Public key cryptography / Digital Certificate:  It is useful for communication over the Internet.  The digital certificate may also be stored in a smart card.

iii. Biometrics:  It refers to the technologies that measure and analyze human characteristics, such as fingerprints, eye retinas and irises, facial patterns, etc, for authentication purposes.
iv. Two factor authentication:  By using two independent ways of identity check, for stronger authentication purpose.

Ref: http://en.wikipedia.org/wiki/Authentication
http://en.wikipedia.org/wiki/Biometrics
http://en.wikipedia.org/wiki/Two-factor_authentication
b) Access control refers to limiting the access to some resources by a certain group of users (or all users).  Three basic types of access are read (R), write (W) and execute (X).  An access control list (ACL) of an object (a file, a directory, etc) contains the access policy defining the access right of certain users or user groups.

Ref: http://en.wikipedia.org/wiki/Access_control
Attacks from the Internet

13. There may be security holes (vulnerabilities) in the operating system or some server programs that crackers may exploit and gain access to the system or even get control over the system.  Reading security news (e.g. from the HKCERT) and frequently updating (apply security patches to) the operating system and server programs help preventing from attacks.

HK Computer Emergency Response Team: http://www.hkcert.org/
14. Attacks from the Internet also include:

a) Port scanning is the activity to scan for open ports of a host.  The main purpose is to guess the operating system and server programs that are running on the host, and the crackers can initiate attacks focusing on the weakness of the system.  However, network administrators can also use port scanning software for security check.
b) Denial of Service (DoS) attack on a computer system or network causes the loss of network connectivity and services, by consuming the bandwidth of the victim network or overloading the computational resources of the victim system.
i. A nuke attack is to send invalid packets to a system that triggering a bug, and then crashes the targeted computer.

ii. Flooding is to send a huge amount of data packets so that the targeted network is out of bandwidth of the targeted host is out of resources to provide services any more.

c) Distributed Denial of Service (DDoS) attack makes use of multiple computers (zombies), usually being hacked and controlled by the attacker, to initiate DoS attack to the targeted host.  Ref: http://en.wikipedia.org/wiki/Denial_of_service
15. Installing firewall (hardware or software) is a preventive measures against attacks from the Internet.

a) Firewall may perform packet filtering based on IP address and/or port number of data packets.  E.g. allowing only packets to port 80 and block (deny or drop) others

b) Firewall will also drop invalid packets (e.g. incomplete content).

c) Some firewall may be equipped with intrusion-detection system. It can detect for intrusion and then deny connections from certain hosts for a certain period.

d) A firewall may also inform the administrator any abnormality by email.

Ref: http://en.wikipedia.org/wiki/Firewall_%28networking%29
http://en.wikipedia.org/wiki/Intrusion-detection_system
Eavesdropping/Interception

16. Since the data being transmitted on a network is in plain format, others may intercept and analyze the data packets on the Internet and retrieve important information from them.  To avoid eavesdropping, encryption is necessary to protect data from being read by other parties.

17. Virtual Private Network (VPN) is a technology to establish a trusted and encrypted channel between two hosts or networks over the Internet.  IPsec is one of the secure VPN protocols.  It employs public key infrastructure (PKI) IPsec and provides security services such as: encrypting traffic (hide data from third party), integrity validation (ensuring traffic has not been modified along its path), authenticating the peers (both ends are sure they are communicating with a trusted entity the traffic is intended for), and anti-replay (protect against session replay attack).

Ref: http://en.wikipedia.org/wiki/Virtual_private_network
http://en.wikipedia.org/wiki/IPsec
Wireless Network Security
18. Since radio waves are transmitted in all direction, and any one outside of a building may gain access to a wireless network without authorization (invasion), or capture the data being sent over the wireless network (eavesdropping).  Wired Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA) provides encryption and authentication on wireless connections.  However, it may generate some traffic overhead and make connection slower.

Ref: http://en.wikipedia.org/wiki/Wireless_security
Social Engineering

19. Social engineering is the practice of obtaining confidential information by manipulation of legitimate users.  A social engineer will commonly use the telephone or Internet to trick people into revealing sensitive information or getting them to do something that is against typical policies.  By this method, social engineers exploit the natural tendency of a person to trust his or her word, rather than exploiting computer security holes.  It is generally agreed upon that “users are the weak link” in security and this principle is what makes social engineering possible.
Ref: http://en.wikipedia.org/wiki/Social_engineering_%28computer_security%29
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